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ONLINE SAFETY

     Some time ago, the Internet was dealing mostly with a search-oriented culture that was adult dominated. Nowadays, the user-generated content is not longer only an adult environment. Evidently, the main subject areas that you can find today online aren’t suitable for children, as sexually explicit material and extreme violence. Other popular topics, such as drugs for example, are age-inappropriate too. There is no doubt that the social networking sites, so used among teenagers, have made the issue of contact more available. If emails represent a relatively closed community, the social networks are web-wide. In this way, children are the potential victims of malicious impersonation, identity theft and even online predators.      

     Livingstone, Haddon and Gorzig (2012) suggest in their research that the current generation of children has to deal with – often with relish – “new situations” consequent on technological change. Social network sites pose new questions about the social norms to be considered in relation to “friends”, “best friends”, and “deletion” of friends, as children learn to manage the amplified social dramas that occur online. 

     Livingstone et al. (2012) explain in their book that learning no longer requires a trip to the library, but rather searching, navigating and evaluating on Internet, skills that are unfamiliar to many parents. Photo albums, birthday wishes, diaries, records of conversations and more are put online – nothing is lost, although it may be regretted. Livingstone et al. (2012) also speak about the conceptualization of risk and harm of children related to Internet, as children’s safe gives rise to considerable public anxiety, even moral panic over childhood freedom and innocence. This anxiety is compounded by uncertainty about the power of new and complex technologies and the mass media’s tendency to generalize from individual instances of harm. In other words, the more the children are equipped to work out solutions for themselves through online resources, the less others will need to step in to guide or restrict their online activities. So, we have to understand that equipping children to cope includes contributions from both parents and all those involved in the Internet industry. The problem is that even parents have the primary responsibility for meeting the needs of their children, they seem to have been wrong-footed in relation to the Internet (Livingstone et al., 2012). 

     Roddel (2006) mention in her guide for children that is very important to explain correctly to children that parents need to personally supervise their activities because they worry an awful lot about their safety. They are aware of the fact that it takes Only One Time for something bad to 
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happen and then, it may be too late to get the safety back. So, a favorable family environment is crucial in order to prevent any risk or harm online. Flinn, Starns (2004) define a favorable family environment one that presents high warmth and low criticism. High warmth includes physical and verbal affection, encouragement, praise, positive reinforcement. Low criticism refers to only appropriate admonishment, no insults, not referred to with derogatory language and no verbal abuse. 

     Roddel (2007) explains also in her guide for parents that parents have the responsibility to maintain the safety and education of their children, because the Internet is not going away. It demands their personal supervision just as everyday activities do. The same as many things we use are tools – vehicles, silverware, hammer, and all these tools require user knowledge. The purpose of the tool and how to use it safely is a must, the same as the computer is. It’s a tool that has many purposes unique and identical to each user. The basics of safety associated with the home computer remain the same even though technology continues to change. A very important advice that we can find in her book is to understand that the home computer should not be considered a home entertainment center even though it can be used as a television, telephone, DVD/CD player, or game console. Entertainment centers do not interact with people in real time as your phone, mobile phone, online video games, or home computer using the features of instant messaging, chatrooms, webcams, or social networking websites. So it is very important to realize that maintaining our safety and the safety of our children using a computer connected to the Internet requires two things – everyday common sense and some basic user knowledge.    

     Roddel (2007) suggests that there is not a clear cut-rule that says “if you do this, then this will happen”. When safety precautions become a daily habit, the risk and chances of becoming an Internet victim are greatly reduced. People do not change. The same kind of people that we meet in our everyday life is available on the Internet. So, everyone is responsible for their own safety and the safety of their children. Nowadays, the online safety of our children doesn’t depend on their age, race, gender, economic status, operating system or level of computer experience. The only 100% safe computer is the one not connected to the Internet. This is both unrealistic and impractical to not use or forbid children from Internet access since electronic devices are not only tools but also their social lifelines are generally as natural to them as walking or talking (Livingston et al., 2012). 
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     There are no doubts that Internet has its seamy side, the same as the real life.  Evidently, it would be strange if children don’t stray into it. A simple search for "bunnies" can turn up to raunchy pictures of women wearing fuzzy white ears, porn, questionable characters and hate groups. In order to preserve the best of what's online for children, it’s important to avoid the garbage (Roddel, 2006). 
     Within the past few years, Social Networking has exploded and lots of children and teenagers are using it. Sites like MySpace and Facebook are used to get people to swap personal information about each other. Kids can also share videos, pictures, and whatever else they may think people want to know about them. But even with social networking, a child can still get trapped into. It’s important to mention that if parents need to get information, they can refer to the Children’s Online Privacy Protection Act. Here they can find how to protect a child’s privacy online, what website owners and they are required to do in order to assure the children’s’ safety (Roddel 2007).

     Childhood is rarely viewed neutrally. Even if it is strongly shaped by the past, the modern childhood is very different from the one the adults remember. When looking into the eyes of a child of the 21st century, it seems to enable a “gaze into the future”. Today, many features of social, political and economic life have changed and even transformed the actual childhood. It’s about the digital revolution that is accompanied by anxious speculation regarding the so-called digital generation, digital natives, digital youth, and digital childhood (Livingstone et al., 2012).

     As we already noticed, nowadays Internet doesn’t provide only an enormous array of entertainment and educational resources, but also a lot of unsuitable information that can harm emotionally children and the nature of these threats is always changing. Over the past 20 years, Internet has become an integral part of our lives. We all have accepted it and appreciated its potential for entertainment, information and communication. For modern children, Internet represents a constant and a familiar presence. For all of them, there is no difference between the online and the offline life, that’s why they move seamlessly between these both environments. The modern kids can scarcely imagine their life without social network profiles, without sharing photos and videos of them, without playing online exciting games. This modern era of innovation and development has divided them from their parents, caregivers and teachers. This 
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gap is wider in lower-income countries where parents don’t have access to new information technologies. However, at the same time, Internet represents a great source that provides many 

benefits and opportunities for children in terms of their education, entertainment, communication and many others advantages. The problem is that it exposes children to many risks, such as having abusive images of them shared on social networks, being groomed in sexual conversations by adult offenders or even being harassed online (Flinn, Stars, 2004).      

     In order to try to solve this issue and to have the possibility to protect our children from all the possible risks that they could encounter on Internet, we need to see first where children connect mostly. They connect:

· from home, from a friend’s home, from school or from library

· from anywhere with the help of different wireless devices

· using gaming systems, children compete and discuss with players from worldwide

· children exchange messages, chat, share photos and videos as well as personal information on social network sites (Roddel, 2006)

     While browsing online, children may find different web-sites that contain adult images or demean violent, sexist or false information. For them is difficult to determine the reliability of the found information and usually they think something is true because it was posted online. 

     The social networking is used by more that 80% of children. They offer the opportunity to connect with friends and users from worldwide, to socialize and express themselves trough instant messaging, posting comments, likes, articles, videos, music on their personal profiles. A survey had revealed that children from 10 to 17 years had given their personal information to people they don’t know.  A big part of them had given out personal information over Web cam. In this case the potential risks are many. For example, individuals who search for potential victims can use these online profiles. Also, children can add in their list of contacts people they don’t know, just for having the longest contact list. Another problem is that children can’t take back the information they post online and all posted information can be accessed by the public. So, Internet users can save and forward the postings to an unlimited number of users. Children 
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don’t realize what could be the ramifications of their online activities, and that they can face also consequences for their postings. 

      Even using e-mails can be harmful sometimes for children because they can set up private accounts via free e-mail services without asking the permission of their parents and all e-mail users are victims of well-known spam messages. Not all spam messages offer wrong information, but usually, mostly of them encourage recipients to buy something, to visit a certain web-site; they also may include sexually suggestive material. Spam e-mails that contain attachments can have viruses that can be harmful if downloaded. Also there are cases when senders pretend to be someone else in an attempt to obtain personal or even financial information. 

     The instant messaging is the most common method used for bullying, harassing or intimidating others. During instant messaging children may get engaged in sexually explicit conversations. 

     The potential risks of wireless devices and texting are that children can easily communicate with others without their parents’ knowledge. Some kids use the cell phones or the wireless devices for taking explicit photos of themselves or others and send the photos to others. They do it usually as a form of bullying. Evidently, once the images are sent, it’s impossible to retrieve them. The problem is photos can circulate online forever and this can damage the child’s reputation. There are also cases when offenders use photos in order to victimize other kids. 

     Cell phones, web cameras, wireless devices, digital cameras allow children to take and to post online photos and videos, of themselves and also of their friends. Capturing and saving them online is very easy and there is the risk that they will continue to circulate on Internet. There are cases when kids think they are interacting with trusted people, but later find their personal photos posted on different web-sites. Teenagers use to take and to post sexually provocative images and don’t realize that it can lead to legal implications and other unexpected offline consequences. 

     The online gambling represents nowadays one of the biggest risks for children. Even if online gambling for real money can be accessed only by people who turned 18, the fun mode is available for all Internet users. So, children may try gambling and thinking that making money with online games of chance is possible. Also, kids usually play online with people they don’t know and have the possibility to chat with them and to share personal information. This type of 

ONLINE SAFETY

chats contain usually inappropriate language and sexually explicit questions. Here kids may also be harassed or threatened (Magid, 2011). The worst that can happen on Internet are the cases when predators can mask as 18-year-old boys who just want to “discuss”. It is in every family’s interest to buy parental Internet control software to be able to reduce the risk of Internet predators. The statistics presented by protect-kids.org show that:

· 75% of children are willing to share personal information online about themselves and their family in exchange for goods and services (e-Marketer) 

· Only 25% of the children who encountered a sexual approach told the parents (Youth Internet Safety Survey)

· 77% of the targets for online predators were age 14 or older. Another 22% were users ages 10 to 13 (Crimes Against Children Research Center)

· Only 17 percent of youth and 11 percent of parents could name a specific authority, such as the Federal Bureau of Investigation (FBI-Youth Internet Safety Survey) (UNICEF, 2014) (Amos, 2013)
     The Internet is becoming an increasingly dangerous place for children and teenagers whose online profiles can attract aggressive sexual predators. Pedophiles are finding new opportunities to communicate with each other on how to find their victims and how to exploit children. The young girls who post innocently their identity or their very personal information are setting themselves up for disaster. Beginning with the late 1990s when youth Internet use became very popular, media stories about “online predators” who find for victims on the Internet appeared too. The online child molesters used the information divulged in online profiles and social networking sites to identify their potential targets. In order to contacts the victims, they usually covered up their age and sexual intentions. The research about Internet-initiated sex crimes makes it clear that most of them involve adult men who use the Internet to meet and seduce underage adolescents into sexual encounters. The predators use usually instant messages, chat rooms, e-mail, and social network sites in order to meet and develop intimate relationships with their online victims. Even if it sounds very strange, in most of the cases, victims are aware they are chatting with adults!  Also, there are many cases when offenders confess about their sexual 
ONLINE SAFETY                                                                                                                              intentions and most victims expect to engage in sexual activity with their online predators. Many victims profess love and close feelings for their online “friends”. In thw N-JOV Study, 73% of victims who had face to face encounters with predators did so more than once. So, media reports about Internet predators suggest that online meetings between adults and teens that develop into sex crimes constitute a new dimension of child sexual abuse (Wolak, Finkelhor, Mitchell, 2008).  Police drawn attention to Internet chat rooms when a teenager from Massachusetts was kidnapped and sexually abused by a couple in New York. A recent survey in the USA on Internet users aged 10 to 17 showed that one in five said they received unwanted sexual solicitations online. The last year, nationwide 4,500 cases were reported to police where predators used chat rooms to find their teenagers victims. But however, child advocates suppose that the actual number is much higher, because most incidents are not reported to the authorities. One of the messages of the Massachusetts girl was "small and lost like me”. During her conversation with the predator, she said she wanted to run away from home. Unfortunately, predators smell the vulnerable children. It’s because of the anonymity of the Internet that predators can easily hide or misrepresent themselves. In this way, just a simple online friendship can turn into a dangerous personal “dating”. Ruben Rodriguez, the director of the exploited child unit of the National Center for Missing and Exploited Children says that predators become very easily friends with their victims, so children give them out information they would normally not give out to stranger. Katy Glover is another teenager that was the victim of an online predator. After a death in her family, she found a friend in a chat room. They talked online for a year almost every day. At that time, she was 12 and her online friend said he was 16. The girl says that they became boyfriend and girlfriend, and eventually, he asked her to take naked pictures of herself. He sent her a camera, and she took some photos of herself and sent them to him. The mother of Katy found a letter with the naked pictures, but just told to her online friend to stay away. She didn’t contact the police and this was the biggest mistake she could make. She affirmed that she thought about calling the police but the more she thought about it, the more she thought the police wouldn't know what to do. She was quite sure the police couldn't do anything. Only after a year and a half, Katy and her mother found out from Utah police that the "online friend" was in fact a middle-aged sexual predator who had been corresponding with a dozen other children as 
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well. The predator was arrested and convicted. Now Katy became a so-called "Teenangel", a member of a group of 13-to-17-year-old volunteers trained by Aftab's Cyberangels who teach children, parents and lawmakers about Internet safety issues. 

     Hopefully, the legislation of the USA today strengthens the law enforcement’s ability to stop sexual predators from hurting children. Since 2007, the authorities work has led to the conviction of more than 180 predators. Also it rescued 119 children who were being abused or for children who were being groomed for future victimization. The task force has increasingly focused on online investigations in order to find predators looking to meet children online. The legislation of the USA ensures today that predators caught in these undercover investigations will face appropriate punishment and charges. This law makes clear that a predator is guilty of sexual solicitation of children online whether he is soliciting a real child or an undercover investigator whom he believes to be his victim. The bill also elevates the offense from a Class C to a Class B felony when the online predator travels to meet the victim he is soliciting online, whether the subject is a real child or an undercover investigator (Amos, 2013).
Conclusions

1. The impact of the Internet on the lives of children will continue to grow in the next years. Nowadays, the highest Internet access and child usage is in industrialized countries, but the rest of the world is beginning to catch up, which means that they will also encounter the same issues that the modern societies encountered and they will have to be ready to fight against the potential risks of the Internet on the lives of their children. 

2. At the moment, all the related evidence to all kinds of abuse comes from the industrialized countries. Major knowledge gaps exist in what concerns the risks of Internet usage in Africa, as well as in most countries of Asia and in the Middle East. 

3. Children from low and middle income countries are more exposed to online risks than children from industrialized countries, as they are more likely to go online from cybercafés, and not from home. Other factors are the lack of parental knowledge and awareness as well as difficult economic conditions. 

4. Parents should teach their children to make good use of their online time, not to respond to postings sexually charged, not to believe everything that is posted on Internet. Also parents should be frank with their kids in what concerns sexual predators and be ready to provide scenarios and tips of what could happen if they are not careful. So, more parents communicate with their children about the risks of the Internet, more aware they will become in the case they will notice any of the warning signs. 

5. Parents should monitor the computer usage of the children. If they are aware that the parents are watching them, they won’t try to access sites they know are out of their league. So make Internet use a family activity while encouraging critical thinking of your children. Also, parents should encourage their kids to go to them if they encounter problems online. 

6. Parents should educate themselves, educate their children and invest in the tools in order to make sure their family is safe online. To put in place parental controls and monitoring tools can guarantee a very high level of safety. The quality parental control software should allow filtering the web sites and monitoring which sites your children are visiting. These safety tools will allow you to identify the danger behavior before it is too late.
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